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Abstract: Aiming at the unknown vulnerabilities and unknown backdoor security threats faced by Ethernet switches, a
switch endogenous security architecture based on mimicry defense theory was proposed. The theoretical basis, con-
struction mode and security mechanism of the architecture ware introduced, the algorithm strategy and security im-
provement effect of TAMA algorithm were proposed and analyzed, a prototype of mimic switch was designed and im-
plemented, and the security tests of white box stuffing and attack chain were carried out. Theoretical analysis and test

results show that the architecture has good unknown vulnerabilities and unknown backdoor defense capabilities in

various attack scenarios.
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